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Abstract  

Cloud computing is considered one of the new technologies that save 

time and money for small and large companies and even individuals, and it 

is a technology that allows you to save and manage your company through 

remote companies that provide this service as needed only,  maintenance 

services and guarantee to save your data from any unauthorized user, but 

still, with all these services' promising facilities and benefits, there are many 

challenges facing cloud computing. This paper provides a definition of 

cloud computing and a presentation of the security challenges faced by 

cloud computing and the solutions that have been taken by choosing one of 

the encryption algorithms used by the companies providing this service to 

increase the confidence of users in transferring their data to cloud 

computing and increase security in the cloud computing. 

Keywords—cloud, security challenges, attacks, threats. 
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I. Introduction 

 The definition of cloud computing is ―a technology that uses 

computing resources, computer storage, sources, and processing via 

the Internet so that it is provided by Internet service providers in the 

form of service‖. 

The principles of cloud computing are based on: 

 Resources: Provided to all subscribed users. 

 Default: Use all available resources. 

 Flexibility: Provides it only as needed. 

 Automation: To accomplish all users' needs without manual 

intervention from the provided company. 

 Codified bills: The user pays according to what he used only. 

Cloud computing services 

These are three popular models : 

A. Software as a Service(SAAS) 

B. Platforms as a Service(PAAS) 

C. Infrastructure as a Service ( IAAS) 

Components of Cloud Computing : 

A. Applications 

The software and services that the customer can run in the cloud, and 

with the burden of maintenance and development reduced for the 

user. 

B. Client 

It is the user, who uses his device (whether it is a mobile phone, 

computer, or iPad )to benefit from the service, it is possible to have an 

operating system that supports the cloud or use the browser only. 

C. Infrastructure 

It is the cloud infrastructure, which is provided as an IAAS service. 

D. Platform 

It is the platform you use in the cloud, like Python Django, Java 

Google Web Toolkit in Google. 

 

II. Related work 
In a study [5], the author writes about cloud computing advantages 

and benefits and how it is easy to switch to the cloud, and when the security 
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of data and information is not a high concern for the company and doesn't 

affect the credibility, and the core internal architecture of the organization is 

strong and healthy, it can easily be moved their data to cloud architecture. 

Study [6], the author identifies cloud computing allows customers 

and enterprises to use applications without any need to install them and also 

can access the files they need without saving them in their computer's storage 

just connecting to the internet and take them from the cloud in any time or 

place. Because it is publicly available, the security mechanisms are of high 

concern and given a survey of the different security and application aspects 

of cloud computing such as integrity, confidentiality, availability, 

transparency, assurance, and accountability. 

This study[7] gives a proper definition of cloud computing, 

highlighting the related technologies, the essential characteristics, cloud 

architecture, and components. And do a comparison among three service 

models (SaaS, PaaS, and IaaS) as well as deployment models: private, 

public, and community cloud has been given. And includes the information 

security requirements of public and private clouds according to different 

service models.  

In the study [8], the author makes a comprehensive survey of the 

existing literature on cloud computing security challenges and solutions are 

presented. At the end of the paper, the authors propose a model for cloud 

computing security. 

In a study [9], the authors discuss the different techniques that are 

used for secure data storage on the cloud to overcome the willingness of 

moving the organizations into a cloud environment. confidentiality, integrity, 

and availability should be encapsulated in a CSP‘s Service-Level Agreement 

(SLA) to its customers. 

Study [10]aims to review and classify the issues that surround the 

implementation of cloud computing, the hot area that needs to be addressed 

by future research, and discusses the cloud services risks associated with it, 

and security measures in cloud computing. 

The study [11] provides a better understanding of the security 

challenges of cloud computing and identifies approaches and solutions which 

have been proposed and adopted by the cloud service industry. 

Study [12] focuses on and explores the security challenges that are 

faced by cloud entities. These entities include Cloud Service Provider, the 
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Data Owner, and Cloud User. Focusing on the crypto cloud that constitutes 

different Communication, Computation, and Service Level Agreements. 

Studying the causes and effects of various cyber-attacks will provide the 

necessary upgrades. 

Study [13], the authors discuss the architecture, concepts, and several 

shortcomings of cloud computing, propose a framework of privacy 

protection and analyze the basic ABE, KP-ABE (key policy attribute-based 

encryption), and propose the future direction of privacy protection in cloud 

computing.  

Study [14] describes four types of security issues, i.e., data issues, 

privacy issues, Infected Applications, and security issues while discussing 

the security of a cloud. This paper has highlighted all issues of cloud 

computing.  

This study [15] mainly focuses on security issues in the cloud service 

model and cloud deployment model along with various cryptographic 

mechanisms of data protection, such as symmetric-key cryptography, 

asymmetric key cryptography, and their encryption algorithms. 

 

III. Characteristics of cloud computing9 
Cloud computing allows users to share files and applications over the 

internet. If you are the CEO of a big company, your responsibilities are 

making sure all employees have the correct software and hardware to do 

their jobs. Buying a computer for each employee is not enough. You also 

must buy the software or licensing software to give employees the tools they 

need, and each time a new employee is added to you, you must buy more 

software or make sure that your current software license allows another user. 

While you now have an alternative to installing a group of programs for each 

computer, where you will only have to download one application that will 

allow workers to log into a service based on a web page that hosts all 

programs that the user will need in his work, all these things happen 

remotely by machines owned by another company will run everything from 

email to software word All way to complex data analysis software[17].  

The characteristics and advantages of cloud computing can be summarized 

as : 

 Increasing the outputs in the system as well, increasing the output in 

the system with a few people, and the institution can search about the 
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most cloud computing companies that achieve their goals in producing 

accurate, complete, secure, updated, and analyzed information[12]. 

 Reducing the amount of spending on infrastructure and waste in many 

institutions that acquire servers to store more than twice their needs, in 

addition to wasting these infrastructures by not using them all the 

time[18] . 

 Technical support and global technical communication with the best 

types of cloud services from anywhere and at any time if there is an 

Internet or mobile service[10]. 

 Able to provide a high-speed treatment service by renting that service 

from servers with large and high-speed capabilities, all with a small 

number of people[11]. 

 Reducing the cost of software licenses as well as the cost anchored in 

the devices and saving time and effort in negotiating and contracting to 

purchase these devices and software and making the required studies 

and comparisons in prices and technical features[19]. 

 Flexibility to access the servers from anywhere and at any time and to 

ensure that the service is not interrupted according to the contract with 

the cloud service server[13]. 

 Control and adjust the project budget, and if the system fails in a 

particular cloud computing company, it can be moved to another cloud 

computing company without a big loss[20]. 

 Flexibility to move from one service provider to another, and there is 

no room for pressure, as happens in many programming or hardware 

companies, taking advantage of relying on them entirely[1]. 

 

IV.  Cloud Computing Challenges  

First: the challenges of the beneficiary (user) 

The biggest and most important challenge is the security of service in 

its comprehensive sense, that is, not preventing self-service for those who 

have the right and preventing service and dealing with those who do not have 

this right. These challenges can be divided into: 
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A. Administrative challenges [21] : 

 Making contacts and agreements that guarantee the rights of the 

beneficiary or the lessor and guarantee adequate compensation to the 

service provider in case of breach of the contract (legal challenge). 

 Follow-up with the implementation of financial obligations so that the 

user is not exposed to the payment of compensation or a fine from the 

service provider, or the provider cuts off the service for him. 

 Follow up on the implementation of the contract with the 

telecommunications company so that the service is not interrupted due 

to telecommunications. 

 

B.  A technical challenge9[22]  

 Internet interruption due to technical failure or environmental 

conditions. 

 Thorough technical research was carried out to select the appropriate 

service provider, technically (with efficiency), administratively (with 

good handling), and financially (with low cost). 

 The use of complex passwords or user keys (a 12-character password 

that costs 1.5 billion to decode, an 11-character password that costs 

$6,000 to decode, and a 10-character password cost $2.3 to decode .)

Therefore ,the challenge of cutting the service costs, commercial 

companies' heavy losses, and penetrating the company‘s commercial 

data or the privacy of the institution has a high cost, so about 40% 

believe that the greater the use of cloud computing, the greater the 

possibility of penetration ,as well as the lack of experience and 

experience in contracting cloud computing systems has its impact on 

the beneficiary has been exposed to a lot of fraud and losses. This, in 

addition to the inexperience of the judiciary and lawyers in cloud 

computing services and contracts, harms the beneficiary‘s ability to 

recover his rights or take his compensation from the service provider, 

so the challenges of choosing the service provider become the 

greatest[23]. 
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C. Second 9Service Provider Challenges[24]9 

 Security in its comprehensive concept is the biggest challenge for the 

service provider because it provides the service to those who have the 

right to benefit according to the contract and prevents those who do not 

have the right to deal. 

 The modern definition of cloud computing connects the Internet and 

the virtual service, as cloud computing is a set of virtual computer 

services and capabilities that enable users and beneficiaries to deal 

with their data and programs with their applications via the Internet on 

demand. 

 The biggest security threat to cloud computing is virtualization 

techniques, as follows: 

 Virtual computer virtual machine, virtual computer, is  an application 

program on a computer that operates in a computer environment as if it 

were a real computer (physical machine). 

 By this definition, a large or small number of virtual computers work 

on one real computer, and each virtual computer has its computer 

environment, and this of course reduces the cost of the devices and the 

space used by the devices. 

 From this, several clients, or beneficiaries with different applications in 

different environments can share the same device hardware) )or the 

server, which creates an atmosphere of flexibility where there can be 

an application that works in one environment and another application 

that works in a different environment, and one does not affect the 

other, but each one of them feels as if the computer is dedicated to him 

alone. 

 A research team of. has found MIT) )And through participation in the 

service infrastructure  ( ISAAS )from Amazon that it is possible to 

know the distribution of servers or virtual machines in the 

infrastructure or the real computer, then they targeted a virtual 

computer and determined its location in the real computer, then they 

created a new virtual computer and downloaded it in the same place as 

the target virtual computer, which enabled them to access the data of 

the virtual computer target [25]. 
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There are great challenges for the service provider that must be faced 

by raising the administrative and technical capabilities as follows: The 

activities of the service provider can be divided into the following 

layers from top to bottom: 

 Full security protection in its comprehensive sense for all mentioned 

applications. It should be noted here that the data center, operating 

system, middleware, and networks, in general, are an internal and 

direct responsibility of the service provider. As for the security of the 

user or the beneficiary, it is a joint responsibility governed by contracts 

and obligations, which is a very complex matter .Therefore, the 

provisions of the contract are evaluated by specifying this 

responsibility clearly and accurately .      

 Data center management (computer services): Cloud computing 

services are carried out through data centers and here there are two 

basic duties: the first is to monitor and follow up the implementation of 

the required hardware and software services in the required manner, 

and secondly: to make the necessary analysis that enables the service 

to be provided at the lowest cost, meaning that there is no waste in The 

devices and their capabilities, or in the use of software , as the devices 

are only as needed, and the software used by the devices should be 

chosen with the least capabilities (memory, time)[26].  

 Managing the software with complete accuracy and ensuring the 

implementation of contracts and claims on the user on time. 

 Service level management, which is to ensure the good and high level 

of the required services [21]. 

 

V. Attacks and Threats in Cloud Computing Security (Risk 

Factors) 

The attacks and threats to cloud computing security are listed under: 

 Account and service theft: It is one of the most serious security threats. 

It occurs when the attackers cut off the Internet service on the hosting 

site to the cloud computing server, which leads to disconnection, and 

thus they can control the main server and own all its infrastructure[27]. 

 Misuse and use of cloud computing devices: Cloud computing servers 

and service providers are very sensitive devices, especially in terms of 
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security, because they contain all information and data of the 

institutions that you provide the service. Therefore, misuse of these 

devices exposes them to serious security risks that cannot be bypassed, 

such as downloading harmful files. Or expose it to viruses due to file 

transfer or other operations that put it at risk [28] 

VI.  Cloud Computing Security 

Cloud computer security is one of the greatest advanced and 

widespread challenges in our lives. Therefore, dealing with this important 

issue will affect most of the sciences [29]. Data security and trust issues 

have always been major and challenging issues in the cloud [25] as many 

users share resources and services in virtual locations where it is difficult to 

ensure that enterprise data is completely secure. 

Security includes three important requirements of the cloud which is 

confidentiality, data integrity , confidential  and availability, which is the 

most important issue in many organizations facing downtime as a primary 

issue [19] 

When speaking about security in cloud computing, these elements 

must be addressed[12]: 

  Identity management: in every company must be a  department 

identify the data requester and verify its identity. 

 Data protection: this responsibility of both the service provider and 

the customer to the confidential data, which makes it easy to access 

and protect it from attackers. 

 Privacy Policy: It must fully preserve the rights of the service 

provider and the rights of the customer alike. It is one of the strongest 

criteria which measure the strength of cloud service providers. 

 Application security: service providers must provide applications 

with a high degree of inability to penetrate and security [30]. 

VII. Identity management and its role in cloud computing 

security9 

VIII. Privacy issues are a big concern for cloud computing customers, if 

some sensitive information used by  unauthorized users m this will 

stop the spread and used of cloud computing, because of that, the 

identity management solutions (IDM) is the one of the important 

solutions which  maintaining user data, where it tracks sensitive 
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information,  verifies the service provider applies required policies 

for the privacy of sensitive data and know how to manages and used 

[13]. 

 Information security is also defined as the procedures and measures 

used in the administrative and technical fields to protect data sources 

from hardware, software, data, and individuals from violations and 

illegal interference that occurs by unintentional coincidence during the 

preparation of data to be entered into the computer, such as accidents 

of loss or change of information due to device disruption or 

malfunction In programs, it may sometimes be the result of natural 

disasters such as floods and unnatural disasters such as fires and 

explosions[11]. 

 It is the protection of data from intentional violations by stealing 

information or capturing and changing it in an unauthorized manner, 

and the resulting misuse of these sources. Intentional violations also 

include the wrong actions of users who manage these sources[30]. 

 

IX. Cloud computing attacks and security issues9 
Here you have many potential attacks that storage is vulnerable to a 

cloud where there are two types of these attacks fall below them: an attack of 

an actual or an attack based on the network. 

The actual attack is the attack by an unauthorized person, trying to 

access data in cloud storage by the intrusion of authentication and access to 

data by intrusion of authentication mechanisms[23]. 

Network-based attacks are attacks on a system or network of systems 

controlled by an attacker to break into a storage system or disrupt service .

The most common network-based attacks are distributed denial of service 

attacks (DDoS) and attack man in the middle (MITM). 

DDoS, the attacker in this type of attack sends a large number of 

packets requests leading the system to fail in the disruption and processing of 

the service, in the MITM  attack, the attacker sits between two endpoints and 

tries to grab information that is exchanged, which creates a big security 

problem, especially when the company needs outsourcing of data[10]. 
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X. CONCLUSION 

The proposed in this paper are seeking to survey all security 

challenges facing cloud computing and know the weaknesses facing data 

when sending it through cloud computing and what are the possible attacks 

that weaken the security and privacy of data and find the best way to 

improve the use of data transfer techniques through cloud computing and 

how to identify the weaknesses that increase attacks on data and how 

increases consumer confidence in the trend of cloud computing as a basis for 

saving data without the appearance of any concerns over his data with cost 

preservation. 
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